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[bookmark: _GoBack]Vendors shall promptly notify MPP in writing of any actual or reasonably suspected cybersecurity incident, security breach, or unauthorized access, acquisition, disclosure, alteration, or destruction of MPP Data, MPP Systems, or any information systems used to provide the Services (each, a "Security Incident"). Such notification shall be made without undue delay and in no event later than twenty-four (24) hours after Vendors becomes aware of the Security Incident.
The notification shall include, to the extent known at the time:
· A description of the nature and scope of the Security Incident;
· The date and time of the Security Incident and when it was discovered;
· The categories and approximate number of affected records, systems, and individuals, if applicable;
· The actual or potential impact of the Security Incident;
· The containment, mitigation, and remediation measures taken or proposed; and
· The name and contact information of Vendors’ designated incident response representative.
Vendors shall promptly investigate the Security Incident, take all commercially reasonable steps to contain, mitigate, and remediate its effects, and cooperate fully with MPP in responding to the incident, including providing regular status updates, preserving relevant evidence, and assisting with any required notifications to regulators, affected individuals, or other third parties where required by law or reasonably requested by MPP.
Vendors shall not make any public statement or notification concerning a Security Incident affecting MPP or MPP Data without MPP's prior written consent, except where required by applicable law. Vendors shall bear all costs associated with investigating, mitigating, remediating, and responding to any Security Incident caused by Vendor's failure to comply with its obligations under this Agreement or applicable law.

